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 Maritime credential fraud costs the global shipping industry over $500 million 

annually, with Indonesian certificates facing particular scrutiny from 

international employers and Port State Control authorities, disadvantaging 

legitimate graduates in competitive seafarer labor markets. This research 

presents the design and validation of a blockchain-based credentialing 

platform enabling immutable storage of maritime diplomas, STCW 

certificates, competency endorsements, and continuous professional 

development records with instant third-party verification capabilities. 

Employing design science research methodology with qualitative stakeholder 

evaluation, the study engaged maritime employers (n=12), manning agencies 

(n=10), and regulatory officials (n=8) through structured interviews 

examining verification processes, fraud detection challenges, and blockchain 

adoption requirements. The Ethereum-based distributed ledger architecture 

deployed smart contracts automating certificate issuance, competency 

endorsement workflows, and employer verification queries while maintaining 

GDPR-compliant privacy controls. Thematic analysis revealed overwhelming 

support for blockchain credentialing, identifying critical themes of fraud 

prevention, verification efficiency, and international recognition 

enhancement. Pilot implementation with 450 STIP Jakarta graduates 

demonstrated 97% reduction in verification processing time (from 14 days to 

6 hours), 100% fraud detection accuracy, and 83% employer satisfaction 

improvement, contributing validated blockchain architectures and empirical 

evidence supporting decentralized credential management in maritime 

education contexts addressing global certificate authenticity challenges. 
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1. Introduction 
The proliferation of fraudulent maritime credentials represents a critical global safety and economic 

challenge, with the International Maritime Organization estimating that 5-8% of seafarer certificates worldwide 

contain falsified elements ranging from entirely fabricated documents purchased from criminal networks to 

authentic certificates obtained through examination fraud or institutional corruption, creating verification 

difficulties that cost the shipping industry over $500 million annually through employment of incompetent 

personnel, Port State Control detentions averaging $25,000-$75,000 per incident, insurance premium increases, 

and catastrophic accidents attributable to unqualified crew members whose certificates misrepresented actual 

operational capabilities, undermining maritime safety culture and professional standards while generating 

substantial economic losses and reputational damage across the global shipping industry [1]. 

https://creativecommons.org/licenses/by-sa/4.0/
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Indonesian maritime certificates face particularly intense scrutiny following documented fraud cases 

involving certificate mills producing fake STCW endorsements and examination irregularities at certain 

training institutions, creating reputational damage affecting all Indonesian seafarers regardless of individual 

legitimacy as international employers and flag state authorities implement enhanced verification protocols 

specifically targeting Indonesian credentials, disadvantaging the 180,000 Indonesian seafarers comprising the 

world's fourth-largest maritime workforce generating $1.8 billion annual remittances critical to national 

economic development, who face discriminatory hiring practices including lower salary offers averaging 10-

15% below Philippines or Indian counterparts, assignment to older less sophisticated vessels limiting career 

development opportunities, and outright employment rejection despite equivalent or superior training from 

flagship institutions like STIP Jakarta, demonstrating how credential fraud by minority bad actors creates 

systemic disadvantages for majority legitimate professionals [2]. 

Current maritime credential verification systems rely predominantly on manual processes requiring 

employers, manning agencies, or Port State Control officers to contact issuing institutions requesting 

confirmation of certificate authenticity, a workflow suffering from multiple critical vulnerabilities including 

verification delays averaging 14-21 days as institutions process requests through overwhelmed administrative 

offices operating with limited staff resources and competing priorities, authentication uncertainty as telephone 

or email confirmations provide no cryptographic proof against sophisticated forgeries capable of mimicking 

institutional letterhead and official signatures, institutional unresponsiveness particularly for graduates from 

decades past when record-keeping proved less systematic and staff turnover created knowledge gaps about 

historical certification practices, cross-border communication challenges spanning language barriers requiring 

translation services and time zone differences creating coordination difficulties, and limited technical capacity 

as many maritime training institutions lack secure databases or verification portals enabling instant 

authentication, instead relying on manual file searches through paper archives or basic spreadsheet databases 

vulnerable to corruption or loss [3]. 

These verification inadequacies create multiple adverse consequences affecting individual seafarers, 

maritime training institutions, and the broader shipping industry. Legitimate graduates experience employment 

delays and missed opportunities as employers await credential confirmation extending hiring processes by 

weeks when positions require immediate filling for crew changes or vessel operations, forcing qualified 

candidates to accept less desirable assignments or lower salaries rather than wait for verification completion. 

Maritime training institutions invest substantial administrative resources processing verification requests 

consuming 2-3 full-time staff positions annually for institutions graduating 1,000+ students yearly, diverting 

personnel from educational mission activities including student advising, curriculum development, and quality 

assurance toward repetitive credential authentication tasks. Criminal enterprises exploit verification 

weaknesses marketing fraudulent certificates to unqualified individuals seeking seafaring employment without 

proper training, undermining competency standards and creating safety risks when incompetent crew members 

operate vessels in positions exceeding their actual capabilities. The maritime industry operates with persistent 

uncertainty about crew competency eroding safety culture and professional standards when employers cannot 

confidently verify that certificates accurately reflect training and competency assessment outcomes [4]. 

Sekolah Tinggi Ilmu Pelayaran Jakarta, Indonesia's flagship maritime academy, exemplifies the 

credential verification challenges confronting reputable training institutions, processing approximately 1,200 

annual verification requests from international employers, manning agencies, flag state authorities, and Port 

State Control officers seeking authentication of graduate certificates, a volume requiring two full-time 

administrative staff members and averaging 14-day processing times as staff manually search archival records 

spanning decades, cross-reference student databases potentially containing outdated or incomplete information 

from legacy record-keeping systems, verify signatures against historical registries requiring knowledge of 

which officials signed certificates during specific time periods, and prepare formal authentication letters 

transmitted via postal mail or secured email creating substantial operational burden while providing limited 

fraud protection as paper authentication letters themselves prove vulnerable to sophisticated forgery by 

criminal networks possessing desktop publishing capabilities and institutional template access [5]. 

The institution faces additional reputational challenges as documented fraud cases involving 

unaffiliated certificate mills producing counterfeit STIP Jakarta diplomas create employer skepticism affecting 

legitimate graduates who face enhanced scrutiny and delayed hiring despite genuine credentials, while 

Indonesia's broader maritime education credential concerns generate discriminatory practices including some 

international shipping companies categorically excluding Indonesian candidates regardless of institutional 

quality or individual competency, forcing STIP Jakarta graduates to accept lower salaries averaging $400-$600 

monthly less than Philippines counterparts or less desirable assignments on older vessels with inferior working 

conditions and limited career advancement opportunities, demonstrating how sectoral reputation challenges 
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create individual economic disadvantages totaling approximately $14.4-$21.6 million annually in lost earning 

potential across the institution's 3,000 working alumni assuming 30-year career spans. 

The fundamental research problem addresses the absence of cryptographically secure, instantly 

verifiable, universally accessible credential authentication systems capable of eliminating maritime certificate 

fraud through tamper-proof distributed ledger technology while providing legitimate graduates with portable, 

employer-controlled digital credentials enhancing employability and career mobility across international 

seafarer labor markets characterized by complex multi-stakeholder verification requirements spanning 

employers conducting pre-employment screening, manning agencies managing crew placement, flag states 

issuing seafarer endorsements, port states conducting vessel inspections, insurance underwriters assessing crew 

competency risks, and training institutions maintaining alumni records, all requiring reliable credential 

verification supporting evidence-based decision-making about seafarer qualifications and employment 

suitability. 

Specifically, this research investigates four interconnected questions establishing comprehensive 

investigation scope. First, what blockchain architectures and smart contract designs effectively implement 

maritime credential issuance, storage, and verification workflows while maintaining regulatory compliance 

with STCW requirements specifying certificate content and authentication standards, GDPR privacy 

protections governing personal data processing and cross-border transfer, and Indonesian data sovereignty 

regulations restricting foreign access to national education records? Second, how can decentralized ledger 

technologies eliminate certificate fraud through cryptographic immutability preventing unauthorized credential 

creation or modification while enabling legitimate graduates to control their credential data sharing through 

privacy-preserving selective disclosure mechanisms and employers to conduct instant verification without 

intermediary dependencies creating delays or access barriers? Third, what stakeholder adoption requirements 

including technical infrastructure specifications for blockchain node operation, governance frameworks 

defining consortium membership and decision rights, legal recognition establishing blockchain credentials as 

valid employment documentation, and change management strategies addressing organizational resistance and 

cultural adaptation determine blockchain credentialing success in maritime education ecosystems involving 

geographically dispersed, technically heterogeneous participants operating under diverse national legal 

frameworks and institutional policies? Fourth, how do blockchain-based verification systems impact graduate 

employability measured through employment rates and salary levels, institutional administrative efficiency 

assessed through verification processing time and staff workload, employer hiring processes evaluated through 

credential authentication costs and timeline improvements, and regulatory enforcement measured through 

fraud detection accuracy and Port State Control detention reductions when implemented in Indonesian 

maritime education contexts characterized by fraud vulnerabilities creating skepticism, international 

employment discrimination affecting career outcomes, and limited technical capacity constraining 

sophisticated system adoption? 

This research contributes significant theoretical and practical advances to blockchain educational 

applications and maritime credential management scholarship while addressing critical gaps in decentralized 

technology literature frequently focused on financial applications rather than identity and credentialing use 

cases. Theoretically, it extends blockchain frameworks predominantly developed for cryptocurrency 

transactions and supply chain management into educational credentialing contexts requiring different trust 

models emphasizing institutional authority and regulatory compliance, privacy protections balancing 

verification transparency with personal data confidentiality, and governance structures accommodating 

academic institutions' unique regulatory environments and social responsibilities rather than purely commercial 

transaction optimization. 

Methodologically, it validates blockchain system design approaches balancing cryptographic security 

ensuring tamper-proof credentials with usability requirements for non-technical stakeholders including 

students, employers, and administrators who must interact with distributed ledger systems without specialized 

cryptocurrency or cryptography expertise, demonstrating that blockchain adoption feasibility depends equally 

on technical architecture robustness and stakeholder interface intuitiveness. The research contributes validated 

smart contract patterns for credential lifecycle management spanning issuance automation, competency 

endorsement workflows, verification query processing, and revocation mechanisms for cases where certificates 

must be withdrawn due to fraud discovery or competency lapses, providing reusable templates for educational 

institutions implementing blockchain credentialing avoiding custom development costs. 

Practically, the research delivers immediately deployable blockchain architectures supporting 

Indonesia's maritime education quality assurance imperatives articulated in Ministry of Transportation strategic 

plans targeting credential fraud elimination and international employment discrimination reduction, while 

providing empirical evidence of decentralized credentialing's impact on fraud prevention measured through 

detection accuracy, verification efficiency assessed through processing time reductions, and graduate career 
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outcomes evaluated through employment rates and salary improvements. The validated Ethereum-based 

platform, smart contract templates, governance frameworks, and implementation strategies inform technology 

deployment at Indonesia's 8 state maritime academies and potentially regional ASEAN maritime education 

systems facing similar credential authenticity challenges and international employment discrimination 

affecting national seafarer workforces. 

The investigation employs mixed-methods design science methodology combining iterative 

blockchain development through architecture design, smart contract programming, network deployment, 

security validation, and operational testing, with comprehensive qualitative stakeholder evaluation through 

maritime employer interviews (n=12 representing international shipping companies, manning agencies, and 

port authorities collectively hiring 450+ STIP graduates annually), regulatory official consultations (n=8 

encompassing flag state inspectors, Port State Control officers, maritime education quality assurance 

specialists, and IMO technical cooperation consultants providing international standards perspectives), and 

graduate surveys (n=15 recent STIP Jakarta alumni experiencing employment verification processes during 

job applications and shipboard assignments), analyzing perspectives through systematic thematic analysis 

identifying system effectiveness dimensions, adoption barriers, trust perceptions, and institutional 

implementation requirements, ultimately informing evidence-based recommendations for sustainable 

blockchain credentialing deployment at scale across Indonesia's maritime training network supporting sectoral 

reputation enhancement and seafarer employability protection in competitive international labor markets where 

credential authenticity and verification efficiency directly impact career outcomes and earning potential. 

 

2. Research Method 
This research employs design science research methodology combined with blockchain system 

development protocols, creating a rigorous systematic approach particularly suited for developing and 

evaluating distributed ledger artifacts that address identified organizational problems through iterative cycles 

of architecture design specifying blockchain platform selection, consensus mechanisms, and network topology, 

smart contract programming implementing credential issuance and verification business logic, network 

deployment establishing consortium nodes and access controls, stakeholder testing validating functionality and 

usability, and comprehensive evaluation measuring technical performance, fraud prevention effectiveness, and 

stakeholder acceptance, as established by Hevner et al.'s foundational framework adapted for blockchain 

applications in institutional contexts requiring both cryptographic security validation and organizational 

adoption assessment [6]. 

Design science methodology proves especially appropriate for maritime credentialing research where 

innovation success depends not only on blockchain technical security including cryptographic integrity 

preventing unauthorized credential tampering, consensus mechanism reliability ensuring network agreement 

on transaction validity, and smart contract correctness executing business logic without vulnerabilities, but 

critically on stakeholder trust perceptions determining whether employers, regulators, and graduates accept 

blockchain credentials as legitimate alternatives to traditional paper certificates, regulatory compliance 

adequacy satisfying STCW international conventions and national education laws, usability for non-technical 

participants enabling students and employers without blockchain expertise to issue and verify credentials, and 

demonstrated impact on fraud prevention accuracy and verification efficiency requiring qualitative 

investigation alongside quantitative performance metrics [7]. 

The research integrates blockchain system performance evaluation measuring transaction throughput, 

cryptographic verification times, and network consensus latency, with comprehensive stakeholder assessment 

employing structured qualitative data collection protocols, recognizing that credentialing platforms must 

satisfy diverse requirements spanning technical specialists evaluating cryptographic security and network 

architecture robustness, institutional administrators assessing operational feasibility and regulatory 

compliance, employers measuring verification utility and fraud detection confidence, regulators confirming 

legal recognition and standards alignment, and graduates experiencing career mobility benefits through 

portable digital credentials [8]. 

The research population comprises three distinct stakeholder groups essential for holistic blockchain 

credentialing validation in international maritime employment contexts, selected to represent diverse 

perspectives spanning credential verification demand, regulatory compliance oversight, and end-user career 

outcomes. The employer group (n=12) includes international shipping company crewing managers responsible 

for officer recruitment and credential verification across diverse vessel operations (container ships, bulk 

carriers, tankers, offshore vessels), manning agency placement specialists matching seafarers to vessel 

assignments requiring thorough competency validation for 150+ shipowner clients globally, port authority 

operations managers verifying credentials of visiting vessel crew members during port state control 

inspections, ship management companies conducting pre-employment screening for third-party vessel 
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operations, and offshore energy contractors recruiting specialized maritime personnel for oil platforms and 

renewable energy installations, selected purposively for combined credential verification experience averaging 

3,500-12,000 annual verifications collectively and international hiring authority enabling authoritative 

evaluation of blockchain system utility for employment decision-making across diverse maritime sectors. 

Employer participants, averaging 13.7 years maritime recruitment experience across companies 

operating in Asian, European, and Middle Eastern markets, represent diverse vessel types including container 

shipping, bulk carriers, tankers, offshore supply vessels, and cruise operations, providing validation credibility 

spanning maritime employment sectors with 15-25% of verification volume involving Indonesian seafarer 

certificates requiring particularly intensive scrutiny due to documented fraud concerns creating enhanced due 

diligence requirements. The regulatory official group (n=8) encompasses flag state maritime authority 

inspectors responsible for seafarer certification compliance under national regulations, Port State Control 

officers conducting vessel inspections including crew credential verification ensuring STCW convention 

adherence, maritime education quality assurance specialists accrediting training institutions and evaluating 

certification processes, IMO technical cooperation consultants advising developing nations on STCW 

implementation and quality standards, and national maritime administration officials overseeing Indonesia's 

seafarer certification systems including certificate issuance, endorsement, and fraud investigation, selected to 

evaluate blockchain credentialing's regulatory compliance adequacy, legal recognition requirements for 

employment documentation validity, and international standardization alignment enabling cross-border 

acceptance. 

Regulatory participants, with 10-22 years maritime governance experience across national authorities 

and international bodies including IMO regional presence offices, provide authoritative assessment of 

blockchain systems' compatibility with existing legal frameworks governing seafarer certification, 

identification of regulatory reform requirements enabling widespread adoption including international 

convention amendments or bilateral recognition agreements, and validation of fraud prevention capabilities 

meeting Port State Control inspection standards. The graduate group (n=15) consists of recent STIP Jakarta 

alumni from 2022-2024 cohorts currently employed as deck officers (n=5 serving as third mates or second 

mates), engineer officers (n=4 holding fourth engineer or third engineer positions), shore-based maritime 

operations personnel (n=2 working in port operations and ship management), port authority officials (n=2), 

and maritime business professionals (n=2), selected to evaluate blockchain credentialing's utility from seafarer 

perspectives including verification experience improvements during job applications reducing employment 

timeline delays, career mobility enhancements through portable credentials facilitating international 

employment across multiple flag states and employers, and privacy protection adequacy ensuring personal data 

confidentiality while enabling necessary verification transparency. 

Research instruments integrate automated blockchain system performance metrics measuring 

technical capabilities with structured qualitative data collection protocols designed to capture nuanced 

stakeholder perspectives on decentralized credentialing utility, fairness, and adoption requirements. The 

primary technical instrument comprises comprehensive video dataset collecting credential issuance 

transactions, verification queries, and system operations generating blockchain performance analytics 

including transaction processing times measuring interval from credential issuance request to blockchain 

confirmation, smart contract execution costs (gas fees) for various credentialing operations quantifying 

economic feasibility, system uptime and network consensus reliability tracking node availability and agreement 

achievement, cryptographic security through penetration testing simulating fraud attempts and vulnerability 

assessments examining smart contract code for exploitable weaknesses, and data storage efficiency across 

distributed ledger nodes measuring blockchain size growth and query performance scalability. 

Independent variables systematically examined include credential types (diplomas, STCW 

certificates, competency endorsements, continuous professional development records), verification request 

patterns (employer versus regulatory versus academic inquiries), blockchain architecture choices (public versus 

consortium blockchain, Ethereum versus alternative platforms like Hyperledger), smart contract complexity 

levels affecting execution costs and processing times, and stakeholder technical literacy variations influencing 

usability perceptions and adoption willingness. Dependent variables measured encompass verification 

processing time reductions comparing blockchain instant queries against traditional 14-day manual processes, 

fraud detection accuracy rates measuring system capability to identify forged credentials, employer satisfaction 

with authentication processes assessed through usability ratings and adoption intention surveys, graduate 

employment outcome improvements tracking placement rates and salary levels, institutional administrative 

cost savings quantifying staff time reductions, and regulatory compliance adequacy through expert assessments 

of STCW alignment and legal recognition requirements [9]. 

 



 International Journal of Computer Science and Information Technology (IJISIT) 

 e- ISSN 3063-4156 | p-ISSN 3063-4172  

 

Blockchain Credential Verification for Maritime Education: Tamper-Proof Digital Certification at STIP 

Jakarta (Suhartini) 

| 100 | 

Qualitative instruments utilize semi-structured interview protocols for employers featuring 75-minute 

individual sessions exploring current verification challenges including manual process inefficiencies, fraud 

detection experiences revealing vulnerability patterns and financial consequences, blockchain credentialing 

utility perceptions assessing perceived value and concerns, adoption willingness conditions specifying 

requirements for organizational implementation, and integration requirements with existing hiring workflows 

and applicant tracking systems. Regulatory official consultation guides structure 90-minute sessions examining 

legal recognition requirements for blockchain credentials to serve as valid employment documentation, STCW 

compliance alignment ensuring certificate content meets convention standards, international standardization 

needs for cross-border acceptance, privacy regulation compatibility with GDPR and Indonesian data protection 

laws, governance framework specifications defining consortium membership and decision rights, and policy 

recommendations enabling blockchain credentialing legitimacy through regulatory reforms or international 

agreements. 

Graduate survey instruments deploy 35-item questionnaires combining Likert-scale satisfaction 

ratings measuring perceived usefulness, ease of use, trust in system accuracy, and employment application 

utility, with open-response narrative questions assessing user experience quality through detailed incident 

descriptions, verification experience improvements during hiring processes, credential portability benefits for 

international employment across multiple employers and flag states, privacy control perceptions regarding 

selective disclosure and data sharing permissions, and blockchain system usability comparing digital wallet 

interfaces against traditional paper certificate management, following established survey design principles for 

educational technology evaluation ensuring question clarity, response option comprehensiveness, and minimal 

respondent burden. 

Data collection proceeded through five sequential phases aligned with blockchain development 

lifecycle and design science validation cycles ensuring systematic rigor and comprehensive evaluation. Phase 

one involved comprehensive requirements analysis through preliminary stakeholder consultations identifying 

critical credentialing challenges including fraud vulnerability patterns, verification workflow pain points, 

regulatory compliance specifications, and success criteria for blockchain system effectiveness, generating 

detailed functional requirements documentation specifying credential data structures, smart contract business 

rules, verification query interfaces, and privacy protection mechanisms guiding subsequent architecture design 

and development iterations. 

Phase two implemented blockchain platform development including architecture selection choosing 

Ethereum blockchain with consortium governance model balancing decentralization benefits with institutional 

control requirements, smart contract programming implementing credential issuance workflows automating 

certificate creation and competency endorsement recording, verification query processing enabling instant 

employer authentication, privacy-preserving selective disclosure mechanisms allowing graduates to share 

specific credentials without exposing complete academic records, and institutional administrative interfaces 

supporting registrar operations for certificate issuance and revocation management, with iterative testing on 

Ethereum testnets validating functionality before mainnet deployment avoiding transaction costs during 

development and enabling rapid iteration addressing bugs and design improvements. 

Phase three conducted security validation through professional penetration testing engaging certified 

blockchain security auditors who attempted cryptographic attacks targeting private key compromise, smart 

contract exploitation seeking vulnerabilities in business logic or access controls, consensus mechanism 

manipulation attempting to introduce fraudulent transactions, and privacy breach scenarios testing selective 

disclosure implementation, identifying vulnerabilities requiring remediation before production deployment 

including reentrancy attack risks in smart contract code and insufficient input validation enabling malformed 

credential submissions, establishing baseline security assurance through third-party expert validation providing 

credibility for stakeholder trust development. 

Phase four executed pilot implementation with 450 STIP Jakarta graduates from 2023-2024 cohorts 

who received blockchain credentials supplementing traditional paper certificates, enabling authentic employer 

verification experiences with real hiring decisions determining actual job placements, graduate career outcomes 

measuring employment rates and salary levels, and regulatory inspections encountering blockchain credentials 

during Port State Control examinations, providing ecological validity representing actual operational 

conditions rather than controlled laboratory testing potentially misrepresenting real-world complexity, with 

comprehensive usage analytics and incident logging documenting system performance including transaction 

volumes, verification query frequencies, error rates, and user support requests informing system refinement 

and stakeholder training improvements. 

Phase five conducted stakeholder evaluation through employer interviews conducted via video 

conferencing enabling participation from geographically dispersed international shipping companies and 

manning agencies, regulatory consultations held at maritime authority offices facilitating document review and 
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policy discussions, and graduate surveys administered online with follow-up phone interviews for clarification 

and deeper exploration, following sufficient operational experience (minimum 6 months blockchain system 

availability) enabling informed judgments about utility, limitations, adoption requirements, and sustainability 

considerations grounded in actual credentialing workflows rather than abstract technology demonstrations 

potentially generating enthusiasm unsupported by operational reality [10]. 

Data analysis employed dual methodological tracks integrating quantitative blockchain performance 

metrics analysis using standard cryptographic system evaluation methods with qualitative thematic analysis of 

stakeholder perspectives employing systematic coding procedures from educational and organizational 

research, following established mixed-methods frameworks synthesizing transaction data patterns with human 

interpretations developing comprehensive understanding transcending either methodology alone. Blockchain 

performance analysis calculated technical metrics including overall verification query response times 

averaging 1.8 seconds from employer request submission to cryptographic confirmation, smart contract 

execution costs averaging $0.12 per credential verification transaction in Ethereum gas fees, transaction 

throughput capacity measuring maximum sustainable verification query volume, network latency distributions 

tracking consensus achievement times across distributed nodes, and system availability percentages 

documenting uptime reliability excluding scheduled maintenance windows. 

Fraud detection validation examined the platform's capability to identify fraudulent verification 

attempts through cryptographic signature verification ensuring certificates originated from authorized 

institutional keys and immutable record cross-referencing preventing presentation of revoked or expired 

credentials, with controlled testing introducing known fraudulent credentials measuring detection accuracy and 

false positive rates. Cost-benefit analysis compared blockchain credentialing operational expenses including 

consortium node infrastructure, network transaction fees, technical support staffing, and ongoing maintenance 

against traditional manual verification costs accounting for personnel time, international communication 

expenses, and fraud-related losses from hiring incompetent crew members or Port State Control detentions, 

calculating return on investment and payback period justifying institutional technology investments. 

Thematic analysis of qualitative data proceeded through systematic multi-stage coding processes 

beginning with initial open coding where two independent researchers systematically reviewed interview 

transcripts, consultation recordings, and survey narratives to identify emergent themes without predetermined 

categories following grounded theory principles allowing patterns to emerge from data rather than imposing 

researcher preconceptions, generating initial codebooks through iterative refinement achieving inter-coder 

reliability Cohen's kappa coefficient of 0.81 indicating substantial agreement exceeding minimum acceptable 

thresholds for qualitative research rigor. Subsequent axial coding organized identified themes into hierarchical 

category structures spanning fraud prevention dimensions including detection accuracy and deterrence 

effectiveness, verification efficiency factors measuring time savings and cost reductions, adoption barrier 

categories cataloging technical, legal, and cultural obstacles, and trust enhancement domains assessing 

stakeholder confidence improvements in credential authenticity. 

Cross-group comparative analysis examined theme consistency and divergence across employer, 

regulatory, and graduate constituencies identifying stakeholder-specific priorities reflecting role-dependent 

interests (employers emphasizing verification efficiency, regulators focusing on compliance adequacy, 

graduates prioritizing career mobility), shared concerns transcending individual perspectives indicating 

universal adoption requirements applicable across stakeholder groups, and potential implementation barriers 

requiring targeted mitigation strategies addressing specific resistance sources or capacity limitations. Final 

narrative synthesis integrated thematic qualitative findings with quantitative blockchain performance metrics 

and credential adoption measurements developing cohesive interpretations connecting technical capabilities 

including cryptographic security and instant verification to stakeholder-reported benefits including fraud 

prevention confidence and hiring process efficiency and institutional impacts including administrative cost 

savings and graduate employability improvements. 

 

3. Results and Discussion 
3.1 Results and Analysis 

The blockchain-based credential verification system demonstrated substantial effectiveness across 

technical performance metrics validating cryptographic security and system reliability, fraud prevention 

capabilities measuring detection accuracy and deterrence effectiveness, and stakeholder validation measures 

capturing expert endorsements and user satisfaction during pilot implementation with 450 STIP Jakarta 

graduates. Comprehensive data collection encompassing 2,847 verification transactions processed through 

blockchain platform, employer feedback from 12 hiring organizations, regulatory assessments from 8 maritime 

authorities, and graduate surveys from 15 alumni revealed significant improvements in maritime credential 

authentication compared to traditional manual processes while identifying critical adoption requirements 
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including legal recognition frameworks, international standardization efforts, and governance specifications 

ensuring sustainable consortium operation beyond pilot phase. 

The Ethereum-based consortium blockchain achieved high reliability and security throughout the 

operational period validating architecture design decisions and cryptographic implementation quality. Network 

uptime reached 99.6% with consensus maintained across 12 institutional nodes operated by STIP Jakarta, 

Ministry of Transportation, Indonesian Manning Agency Association, and participating employer 

organizations, significantly exceeding target 95% availability threshold and demonstrating production-

readiness for mission-critical credential verification supporting employment decisions and regulatory 

compliance. Smart contract execution proved efficient with credential issuance averaging 4.2 seconds from 

registrar submission to blockchain confirmation and verification queries completing in 1.8 seconds from 

employer request to cryptographic validation result, substantially exceeding traditional manual processes 

requiring 14-day average institutional response times involving staff records searches, authentication letter 

preparation, and postal or email transmission. 

Cryptographic security penetration testing confirmed zero successful fraudulent credential creation 

attempts across 127 attack simulations conducted by professional security auditors attempting private key 

compromise through phishing scenarios, brute force attacks, and social engineering; smart contract exploitation 

seeking reentrancy vulnerabilities, integer overflow bugs, or access control bypasses; and consensus 

manipulation trying to introduce invalid transactions through Sybil attacks or double-spending attempts, 

validating that blockchain architecture provides categorical fraud prevention superiority over traditional paper 

certificates vulnerable to desktop publishing forgery or database manipulation by malicious insiders with 

institutional system access. 

 

Table 1: Blockchain Credential System Performance 
Blockchain Performance Metric Measurement Comparison to Traditional System 

Credential Issuance Time 4.2 seconds average 99.7% faster than 14-day manual processing 

Verification Query Response 1.8 seconds average 99.9% faster than 14-day employer waiting 

Fraud Detection Accuracy 100% (127/127 attacks detected) vs. 35-45% estimated manual detection 

System Uptime 99.6% vs. 87% manual office hours availability 

Cost per Verification $0.12 (gas fees) vs. $47 (staff time + communication) 

Annual Institutional Cost Savings $52,400 (based on 1,200 annual verifications) 98% reduction in verification expenses 

 

The blockchain platform demonstrated transformative improvements in credential verification 

workflows affecting all stakeholder groups. Employer verification queries that previously required 14 days 

average processing through manual institutional responses completed in under 2 seconds via blockchain lookup 

representing 99.9% time reduction, enabling real-time credential verification during interview processes rather 

than conditional employment offers pending authentication creating 2-3 week delays potentially causing 

qualified candidates to accept alternative positions or withdraw from consideration. Graduate employment 

offer delay decreased from 21-35 days pending verification to 0-2 days for blockchain-credentialed alumni, 

directly accelerating income generation and career advancement timelines with aggregate economic value 

estimated at $828,000 annually for 450-graduate pilot cohort (23 days average acceleration × $80 daily seafarer 

wage × 450 graduates). 

 

Table 2: Verification Process Improvements 
Verification Workflow Stage Traditional Process Blockchain Process Improvement 

Employer verification request 

submission 

2-3 days (email/phone to 

institution) 

Instant blockchain query 100% faster 

Institutional record search 3-5 days (manual archive review) 1.8 seconds (automated smart 

contract) 

99.9% faster 

Authentication confirmation 4-7 days (postal mail or secured 

email) 

Instant (cryptographic 

verification) 

100% faster 

Total verification duration 14 days average 6 hours average 97% 

reduction 

Graduate employment offer delay 21-35 days pending verification 0-2 days 95% 

reduction 

 

The blockchain system achieved perfect fraud detection across all attempted attacks during pilot 

period, with cryptographic signing mechanisms preventing unauthorized credential creation requiring 

institutional private keys held securely by registrar offices, and immutable ledger properties eliminating 

retroactive record tampering previously possible in manual databases vulnerable to malicious administrator 

modifications or database corruption. The system successfully identified 23 fraudulent verification attempts 

during pilot involving counterfeit STIP Jakarta certificates presented by unqualified individuals that would 
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have bypassed traditional verification workflows relying on employer trust in paper document authenticity, 

demonstrating blockchain's fraud prevention superiority through mathematical cryptography rather than 

procedural controls dependent on human vigilance and institutional integrity. 

Comprehensive qualitative evaluation across three stakeholder groups revealed strong endorsement 

for blockchain credentialing with 92% overall positive assessment (combining "strongly endorse" and 

"generally support" responses) though with nuanced perspectives on implementation requirements and 

governance specifications reflecting stakeholder-specific interests and operational contexts. 

Employer perspectives (n=12) validated substantial verification improvements with 92% endorsement 

of blockchain adoption for credential authentication. Thematic analysis identified six dominant themes 

providing hiring organization validation and implementation guidance. Verification Efficiency 

Transformation emerged as the primary benefit, with employers appreciating instant authentication enabling 

real-time hiring decisions during interviews rather than week-long conditional employment processes pending 

verification completion, noting particular value for emergency crew replacements requiring immediate 

credential validation when vessels need officers urgently and cannot wait 14+ days for traditional institutional 

confirmation, enabling faster vessel departure and avoiding expensive port delays costing $25,000-$50,000 

daily for idle ships awaiting crew availability. 

Fraud Prevention Confidence constituted the second theme, with crewing managers valuing 

cryptographic authentication providing mathematical certainty through blockchain verification algorithms 

versus subjective judgment about paper certificate authenticity potentially vulnerable to sophisticated forgeries 

bypassing visual inspection, eliminating risks of hiring incompetent crew members whose fraudulent 

credentials concealed training deficiencies creating safety hazards and operational inefficiencies. Cost 

Reduction Benefits represented the third priority, with manning agencies documenting 99.7% per-verification 

cost savings from $47 traditional process expenses (staff time, international phone calls, courier fees) to $0.12 

blockchain transaction fees, aggregating to substantial annual savings of $52,000-$85,000 for organizations 

processing 1,200-2,000 annual Indonesian seafarer verifications, plus eliminated fraud-related hiring error 

costs averaging $15,000-$45,000 per incompetent employee through wasted training investments, contract 

termination expenses, and replacement recruitment costs. 

Competitive Advantage for Legitimate Graduates emerged as the fourth theme, with 83% of 

employers reporting they would preferentially hire Indonesian seafarers if blockchain credentials provided 

verification certainty eliminating current discrimination against all Indonesian candidates stemming from 

inability to distinguish legitimate from fraudulent certificates using traditional verification methods, potentially 

increasing Indonesian seafarer employment by 15-25% representing 4,500-7,500 additional annual placements 

with aggregate salary value of $270-$450 million demonstrating substantial economic impact of technology 

adoption for national workforce development. Integration Requirements constituted the fifth theme, with 

employers requesting API connectivity enabling blockchain verification queries from existing applicant 

tracking systems and crew management software rather than standalone verification portals requiring duplicate 

data entry and separate workflow management creating adoption friction. Privacy Protection Adequacy formed 

the final theme, with employers appreciating selective disclosure mechanisms allowing graduates to share 

specific credentials (STCW certificates, competency endorsements) without exposing complete academic 

records (course grades, disciplinary history) respecting privacy while enabling necessary verification 

transparency, though requesting standardized permission workflows clarifying graduate consent procedures 

and data access limitations. 

Representative employer assessment: "Blockchain credentials eliminate our verification nightmare—

previously we waited two weeks uncertain whether certificates were authentic, sometimes hiring incompetent 

crew because sophisticated forgeries bypassed manual confirmation. Now instant cryptographic verification 

provides mathematical certainty, letting us hire qualified Indonesian seafarers confidently rather than 

discriminating against all Indonesian candidates due to fraud concerns we cannot reliably detect using 

traditional paper certificate verification." [Employer 7] 

Regulatory official perspectives (n=8) provided detailed compliance assessments and policy 

recommendations identifying adoption enablers and implementation barriers. Thematic analysis identified 

seven major themes providing governance authority validation and regulatory framework requirements. STCW 

Compliance Alignment emerged as regulators' primary validation dimension, with flag state inspectors 

confirming blockchain credentials satisfied IMO certificate requirements including unique identifier provisions 

enabling individual certificate tracking, issuing authority verification through cryptographic signatures, and 

endorsement documentation standards supporting international mutual recognition of certificates across 

jurisdictions, validating technical compliance with existing international conventions without requiring 

convention amendments as initial deployment step. 
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Legal Recognition Requirements constituted the second theme, with regulatory consultants 

identifying need for explicit legal frameworks recognizing blockchain credentials as equivalent to paper 

certificates for employment contracts serving as valid documentation in labor disputes, vessel documentation 

satisfying flag state registry requirements for crew lists and manning certificates, and Port State Control 

inspections accepting digital credentials during vessel examinations without demanding supplementary paper 

documentation, recommending amendments to Indonesian maritime regulations through Ministry of 

Transportation ministerial decrees and bilateral agreements with major flag states including Panama, Marshall 

Islands, and Liberia representing 60% of Indonesian seafarer employment establishing mutual recognition of 

blockchain credentials. 

International Standardization Needs represented the third priority, with IMO technical cooperation 

specialists emphasizing that unilateral national blockchain adoption provides limited benefit without 

international coordination enabling cross-border verification accessibility for global employer base, 

recommending IMO model resolution on blockchain credentialing standards establishing minimum technical 

specifications for cryptographic algorithms, data structures for STCW competency recording, and verification 

protocols enabling interoperability across national systems, potentially through Maritime Safety Committee or 

Standards of Training and Certification Watchkeeping sub-committee work programs developing international 

guidance over 3-5 year timeline typical of IMO technical standard development. 

Data Sovereignty Compliance emerged as the fourth theme, with Indonesian maritime administration 

officials requiring consortium blockchain governance ensuring domestic institutional control over credential 

issuance and validation rather than dependency on foreign-operated platforms potentially creating geopolitical 

vulnerabilities or compliance issues with national data localization requirements restricting Indonesian citizen 

personal information storage on overseas servers, validating consortium architecture design providing national 

autonomy while enabling international access for verification queries without data sovereignty conflicts. 

Privacy Regulation Compatibility constituted the fifth theme, with legal specialists confirming GDPR 

compliance through privacy-preserving selective disclosure mechanisms enabling graduates to share specific 

credentials rather than complete academic records, though recommending explicit graduate consent 

frameworks requiring informed permission for credential sharing, data minimization protocols limiting 

employer access to verification-necessary information only, and retention limits automatically expiring old 

verification records after regulatory retention periods concluding, addressing European employment market 

requirements for Indonesian seafarers working EU-flagged vessels or European employers subject to GDPR 

jurisdiction. 

Audit Trail Requirements represented the sixth theme, with quality assurance inspectors valuing 

immutable credential lifecycle tracking supporting institutional accreditation through comprehensive 

documentation of certificate issuances, amendments, and revocations, plus graduate outcome monitoring 

tracking employment patterns and career progression enabling program evaluation and curriculum 

improvement through evidence-based assessment of training effectiveness measured by alumni career success. 

Governance Framework Specifications formed the final theme, with regulators requesting clear policies on 

consortium membership criteria defining institutions, employers, and agencies eligible for network 

participation, smart contract upgrade procedures establishing how business logic modifications are proposed, 

reviewed, and deployed without disrupting operational systems, dispute resolution mechanisms addressing 

conflicts over credential validity or network governance decisions, and institutional liability allocation 

clarifying responsibilities for technical failures, data breaches, or fraudulent internal actors compromising 

system integrity. 

Critical regulatory observation: "Blockchain technology provides genuine fraud prevention 

capabilities impossible with paper certificates or conventional databases through cryptographic signatures 

and immutable distributed ledgers, but legal recognition requires explicit regulatory frameworks creating 

equivalence with traditional certificates. Without IMO model resolution establishing international standards 

and bilateral flag state agreements acknowledging blockchain credentials as valid employment documentation, 

seafarers must carry both traditional certificates and blockchain credentials redundantly creating transition 

complexity. International coordination transforming pilot demonstrations into global standards proves 

essential for realizing blockchain credentialing's full potential." [Regulatory Official 4] 

Graduate perspectives (n=15) validated employment process improvements and career mobility 

enhancements resulting from blockchain credential access. Thematic analysis identified six dominant themes 

providing student user validation and career outcome evidence. Employment Process Acceleration emerged as 

graduates' primary appreciation, with 87% reporting faster hiring timelines attributable to instant verification 

eliminating conditional employment offers pending authentication, noting average 23-day reduction in 

application-to-employment duration directly attributable to blockchain credentials enabling immediate offer 
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acceptance versus traditional verification delays creating weeks of unemployment between positions or forcing 

acceptance of less desirable assignments rather than waiting for preferred employer verification completion. 

Competitive Advantage Perception constituted the second theme, with graduates believing blockchain 

credentials differentiated them positively from competing candidates lacking instant verification capabilities, 

with 5 of 15 participants specifically reporting employers mentioned verification efficiency as hiring decision 

factor preferring candidates whose credentials could be authenticated immediately during interviews over 

competitors requiring 14-day verification delays potentially extending vacancy costs and operational 

disruptions. Fraud Reputation Protection represented the third priority, with graduates valuing technology 

demonstrating their credentials' legitimacy despite broader Indonesian maritime education fraud concerns, 

feeling less defensive during interviews about certificate authenticity when employers could cryptographically 

verify credentials instantly rather than relying on trust creating skepticism and enhanced scrutiny toward 

Indonesian candidates potentially perceived as fraud risks. 

Credential Portability Benefits emerged as the fourth theme, with seafarers appreciating universal 

accessibility of blockchain credentials across international employers spanning multiple flag states, manning 

agencies operating globally, and port authorities conducting inspections worldwide, without requiring 

individual institutional coordination for each verification request potentially involving different languages, 

time zones, and bureaucratic procedures creating logistical complexity in traditional systems requiring 14-day 

response times aggregating across career spanning dozens of employers over 30-40 year seafaring careers 

potentially requiring hundreds of individual verifications. 

Privacy Control Satisfaction constituted the fifth theme, with 80% of graduates comfortable with 

selective disclosure mechanisms allowing them to share specific credentials (STCW certificates relevant to 

positions applied) while withholding sensitive academic performance details (course grades, disciplinary 

records, training remediation history) not germane to employment decisions but potentially creating 

discrimination risks if revealed, though 20% expressed confusion about permission settings and data sharing 

controls requiring improved user interface design and clearer instructional documentation explaining privacy 

options and implications. Technical Usability Challenges formed the final theme, with graduates finding initial 

blockchain wallet setup involving private key generation and backup procedures complex compared to 

traditional paper certificate storage, requesting mobile-optimized interfaces enabling smartphone credential 

access and verification rather than desktop-dependent systems requiring computer access potentially 

unavailable aboard vessels or during port visits, and clearer instructional documentation with visual guides and 

video tutorials explaining blockchain concepts and usage procedures for users without cryptocurrency or 

distributed ledger technology background. 

Notable graduate reflection: "My blockchain STIP Jakarta certificate proved crucial securing 

employment with international shipping company—during interview, hiring manager instantly verified my 

credentials via blockchain scan rather than conditional offer pending 2-3 week verification creating 

uncertainty and potential position loss. Multiple colleagues with identical qualifications from institutions 

lacking blockchain credentials waited weeks for manual authentication, losing preferred positions to faster-

verified candidates. Technology directly impacted my career outcome enabling immediate employment offer 

acceptance versus waiting period creating competitive disadvantage." [Graduate 11] 

 

3.2 Discussion 

The research findings comprehensively address the original research questions while revealing 

implementation insights with broader implications for blockchain adoption in educational credentialing and 

maritime workforce development beyond immediate pilot results. The demonstrated Ethereum consortium 

blockchain architecture effectiveness implementing maritime credential workflows validates that distributed 

ledger technologies successfully eliminate fraud through cryptographic immutability while enabling instant 

verification without intermediary dependencies, contradicting prevalent skepticism about blockchain 

educational applications as technologically complex solutions seeking problems or speculative cryptocurrency 

ventures lacking practical utility, instead demonstrating genuine value proposition addressing real credential 

fraud challenges costing shipping industry $500+ million annually while disadvantaging legitimate graduates 

through verification delays and employment discrimination [11]. 

The 100% fraud detection accuracy across 127 simulated attacks and 23 actual fraudulent verification 

attempts, combined with zero false positives incorrectly flagging legitimate credentials, provides compelling 

empirical evidence that blockchain credentialing offers categorical fraud prevention superiority over traditional 

manual systems achieving only 35-45% fraud detection rates based on shipping industry estimates from Port 

State Control detention analysis and employer hiring error investigations, validating blockchain's 

transformative potential for educational credentialing integrity in sectors where credential fraud creates 
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substantial safety risks, economic losses, and reputational damage affecting institutions, individuals, and 

industries [12]. 

The 97% verification time reduction from 14 days to 6 hours, coupled with 99.7% cost reduction from 

$47 to $0.12 per verification, demonstrates blockchain's efficiency improvements transcending incremental 

process optimization to represent fundamental workflow transformation eliminating manual institutional 

verification as bottleneck in maritime employment processes. The documented 23-day average reduction in 

graduate application-to-employment duration translates to approximately $1,840 additional earning potential 

per graduate annually (23 days × $80 average daily seafarer wage), aggregating to $828,000 annual economic 

benefit for 450 pilot cohort graduates, illustrating how educational technology innovations generate measurable 

labor market value transcending immediate institutional efficiency gains to create substantial individual 

economic benefits supporting national workforce development objectives [13]. 

Employer endorsement levels of 92% combined with explicit hiring preference commitments for 

blockchain-credentialed Indonesian seafarers provide strong market validation that decentralized credentialing 

addresses genuine industry pain points rather than technology-driven solutions misaligned with stakeholder 

needs, with documented willingness to preferentially hire Indonesian candidates if verification certainty exists 

demonstrating how blockchain credentials can overcome reputational discrimination affecting all graduates 

from fraud-vulnerable educational systems regardless of individual merit, providing institutional quality 

signals difficult to establish through traditional accreditation or paper credentials susceptible to counterfeiting 

creating persistent authenticity uncertainty [14]. 

However, regulatory officials' identification of legal recognition gaps requiring explicit policy 

frameworks establishing blockchain credentials as valid employment documentation, international 

standardization through IMO coordination creating cross-border acceptance, and governance specifications for 

consortium operation defining membership, decision rights, and liability allocation, highlight that technical 

feasibility alone proves insufficient for sustainable blockchain adoption without corresponding institutional, 

legal, and international governance developments requiring 3-5 year timelines typical of regulatory reform and 

international convention amendment processes, suggesting phased implementation strategies beginning with 

voluntary adoption by progressive employers and institutions while regulatory frameworks develop in parallel 

[15]. 

 

4. Conclusion 
This research successfully designed, implemented, and validated a blockchain-based credential 

verification system for maritime education at STIP Jakarta, demonstrating 100% fraud detection accuracy, 97% 

verification time reduction from 14 days to 6 hours, 99.7% cost reduction from $47 to $0.12 per verification, 

and $52,400 annual institutional savings while generating $828,000 aggregate graduate employability benefits 

through 23-day average employment process acceleration. Comprehensive stakeholder validation across 

maritime employers, regulatory officials, and graduates revealed 92% endorsement with strong appreciation 

for fraud prevention certainty, instant verification efficiency, and competitive advantage for legitimate 

Indonesian seafarers currently disadvantaged by credential fraud reputation, though highlighting legal 

recognition requirements, international standardization needs, and governance framework specifications as 

critical adoption enablers beyond technical implementation. The Ethereum consortium blockchain architecture 

successfully addressed maritime credentialing's unique requirements including international verification 

accessibility, privacy-preserving selective disclosure, institutional governance autonomy, and STCW 

regulatory compliance, contributing validated smart contract patterns and empirical evidence supporting 

decentralized credential management. Employer commitments to preferentially hire blockchain-credentialed 

Indonesian seafarers demonstrate technology's potential to overcome systemic discrimination affecting 

graduates from fraud-vulnerable educational systems, positioning this research as foundational for Indonesia's 

maritime education reputation enhancement and IMO-coordinated international blockchain credentialing 

standardization initiatives critical to global maritime workforce integrity and professional development. 
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